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D E S I G N  &  D E V E L O P M E N T  O F  A  H Y B R I D  C L O U D  S Y S T E M  

Presenter
Presentation Notes
Hello,I’m Brian Hill from DoIT’s Application Development and Integration Department, Integrated Applications unit.



“This project is focused on building and implementing a single 
course exploration and enrollment solution that is intuitive, 
interactive, and end-user focused. ” 
 

— Enrollment Tools Project Charter 

Presenter
Presentation Notes
The Course Search & Enroll app, originally called the Enrollment Tools project, stems most directly from a design sprint sponsored by the Registrar’s Office in June, 2015 regarding the student enrollment experience. The project provides students with a one stop site to use to find, schedule, and enroll in classes, rather than using the separate sites that they use now.



COURSE SEARCH & ENROLL APP 
TIMELINE 
• Application in development since 2016 

• First debuted at Winter SOAR early 2017 

– Handled Summer SOAR 2017,  Winter SOAR 2018 

• The Registrar’s Office’s request for an AWS account approved in December 2017. 

– Approved for Production in AWS in March 2018 

– Production launch in AWS on April 1, 2018 

• Handled part of Summer & Fall priority enrollment in April 2018 

– Plan is to take the place of the Student Center by Summer 2019 

Presenter
Presentation Notes
The system was initially deployed in the UW Data Center, and has been running there in limited production release since early 2017. Each quarter we’ve been adding more features and the audience of users has grown steadily as well. We were approved for running the production system in AWS in March, and launched in AWS on April 1st. I’m going to start by describing the overall design of the application, and some of the considerations that led to that design. Then I’ll describe how we deployed that system in the public cloud.



COURSE SEARCH & ENROLL APP 

Requirement Aspects 
• Scalable — Prone to being swarmed by traffic during enrollment periods 

• Enrollment workflow relies on slower external services 

• Curricular data and class status required to update in near real-time 

 

Presenter
Presentation Notes
Some of the requirements that led to our design were that scaling was a must-have. The search-oriented part of the project began as an exploration of ways to get CourseGuide to perform better, particularly under heavy load during SOAR sessions and priority enrollment periods. The process of checking whether a specific student can enroll in a specific class comprises one of the most common workflows in the application. Three SOAP requests need to be made to the Student Center enrollment webservices to do so. Each one can take from 1 – 5 seconds on a normal day, and before optimization, could take up to 20 seconds or more when under heavy load. We had to find a way to manage that process so that it would scale under lots of traffic. During the enrollment periods, and at SOAR, it’s important that students see up-to-date class enrollment status, so that they can save time by not trying to build a schedule and enroll in classes that are already closed. Updating each class’s enrollment status on the website as students added or dropped, in as close to real time as possible, it was also paramount. 



COURSE SEARCH & ENROLL APP 

Platform & Architecture 

• Course search using Elasticsearch database 

• Comprised of 5 Spring Boot scalable microservices & 2 stand alone Spring Boot applications 

• Leverages Spring Cloud/Netflix libraries 

– Zuul, Ribbon, Hystrix, Feign, Config Server 

• Shared enrollment workflow state is stored in Redis 

• JMS messaging is used to route enrollment workflow processing 

Presenter
Presentation Notes
We use an Elasticsearch cluster to store and search the curricular data. We’ve used it in a variety of environments, from running on the developers’ laptops to running in the UW Data Center, and now using the managed Elasticsearch service provided by AWS. Since we’re Java programmers, we decided to use Java. More specifically, we used the JVM-based Groovy language dialect of Java which, along with the Spring Boot framework, allowed us to reduce the amount of code we had to write and that others would have to comprehend over time. Each one of the various microservice applications is less than 10,000 lines of code, most are less than 5,000 lines.The Netflix corporation that many of us pay a moderate fee to each month has graciously provided the source code to the java libraries that power many of their streaming services. These tools solve many of the common problems in cloud computing and microservice architectures in general, like service discovery and client-side load balancing, microservice resiliency, and easing the development of web service clients. Together, these tools make it easier for us to scale different parts of the system as needed.  



COURSE SEARCH & ENROLL APP 

EACH SERVICE = 1 OR MORE BOUNDED CONTEXTS 

API Gateway 

Search Planner 

Enrollment Scheduler 

Presenter
Presentation Notes
We divided up tasks into 5 microservice applications that each have their own areas of responsibility, such as searching Elasticsearch or storing student degree plans in the database.  One of them, the API Gateway, routes requests from users to the other 4 applications, as well as serving the user interface.



COURSE SEARCH & ENROLL APP 

REPLICATED SERVICES ORGANIZED INTO POOLS 

API Gateway 

Search Planner 

Enrollment Scheduler 
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Presentation Notes
Then we run multiple copies of each of these applications so that those services that need more compute power can have it, as well as allowing us to perform rolling, non-disruptive updates on one part of the system or another.



COURSE SEARCH & ENROLL APP 

ONLY ONE SERVICE ACCESSES EACH RESOURCE 

API Gateway 

Search Planner 

Enrollment Scheduler 

Oracle 
PLANNER_DB 

Presenter
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By keeping to the principle of having each external resource, such as the Elasticsearch server or an Oracle database, only accessed by one type of application, we can ensure that each application can be updated independently of the others without conflict, as long as the external API the service provides to the other applications remains backwards compatible.When one of the services needs to access the resources owned by another one, it calls the external API of that service rather than go behind it’s back and access it directly. 



COURSE SEARCH & ENROLL APP 

JMS & REDIS ARE USED TO SHARE STATE 

API Gateway 

Search Planner 

Enrollment Scheduler 

Redis 
/00004999333/status 

 

JMS 
/requests 

Presenter
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State that needs to be shared about users or requests is stored in Redis, as well as passed back and forth in both HTTP and JMS requests.Long running tasks are handled in steps and managed through JMS message queues to help us throttle the amount of processing that the application will handle, including how many simultaneous requests to SIS are sent at one time.



COURSE SEARCH & ENROLL APP 

Deployment Concerns 

• Applications are delivered and deployed using Docker images 

• Configuration is externalized 

• All microservices are stateless 

• Connections to campus services 
– Oracle 

– ActiveMQ/JMS 

– CAOS (Curricular,  Academic and Operational Store) 

– SIS (Student Information Services) 

Presenter
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We chose Docker images as the deliverable deployment artifact for each of the component applications early on. It was a natural fit for a microservice-based system, and allowed us to easily check for issues that might arise when more copies of each application were running. Since we didn’t want to keep service account credentials, like database passwords, with the source code, we also kept the configuration of the application externalized from the deliverable from the beginning. We deploy the same Docker image to every environment from laptops to servers. Only the configuration, and the method of delivering it, change.We implemented all of these things well before we decided that we needed to deploy on a cloud platform. If we hadn’t done so, we would have had to consider how to do these things first.



12 FACTOR APPLICATION CHARACTERISTICS 
• I. Codebase 

– One codebase tracked in revision control, 
many deploys 

• II. Dependencies 
– Explicitly declare and isolate dependencies 

• III. Config 
– Store config in the environment 

• IV. Backing services 
– Treat backing services as attached resources 

• V. Build, release, run 
– Strictly separate build and run stages 

• VI. Processes 
– Execute the app as one or more stateless 

processes 

 

• VII. Port binding 
• Export services via port binding 

• VIII. Concurrency 
• Scale out via the process model 

• IX. Disposability 
• Maximize robustness with fast startup and 

graceful shutdown 

• X. Dev/prod parity 
• Keep development, staging, and production as 

similar as possible 

• XI. Logs 
• Treat logs as event streams 

• XII. Admin processes 
• Run admin/management tasks as one-off 

processes 

Presenter
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At last year’s conference, I gave a presentation about 12 Factor Applications. It’s worth looking into some of the literature associated with the idea, as it can be seen as a sort of a checklist for the cloud readiness of an application’s design.



WHY GO TO AWS? 

• Highly variable usage profile 

– Middle of a break vs priority enrollment period vs SOAR 

• “As fast as you are willing to pay for” 

– Performance as financial issue instead of technical issue 

• Easy to get redundancy 

• Built in tooling for microservices and SOA 

• Operational Automation 
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The idea of migrating the system to the cloud was in the backs of our minds during the development process, due to the nature of the workload. The enrollment system has a highly variable traffic profile, with over 10-15 times the number of concurrent users during peak periods than during slow ones, and different parts of the system, such as the search and enrollment components, becoming busy at different parts of the peak periods. To achieve the sort of performance we were aiming for during these periods, we would end up with a lot of idle, and expensive, hardware during slower periods.Amazon also has a lot of sophisticated service orchestration tools that make running fleets of heterogenous applications much easier to manage. 



WE 
BUILT 
THIS… 
 
TWICE 
T E S T  A N D  P R O D  

Presenter
Presentation Notes
Security people seem to love this diagram. If you need to diagram your cloud deployment for an approval review, it’s worth putting some time into it. We built the cloud deployment it represents twice, once for test, and once for production, in about as many weeks.That’s multiple instances of six of our java applications and apache in managed autoscaling groups all running in private, non-routeable address spaces, while being able to route requests to each other as needed.Ingress through the external load balancer is strictly limited to port 80 and 443, and the only external access to the internal services at all is via a single virtual machine allowing SSH access to the list of current development team VPN static IPs.Everything is logged, most things are monitored, and we’re learning what ‘bad’ looks like as we go and setting up notification alerts as we do so.



WHAT ‘THIS’ IS 

• VPC 

• Route 53 

• EC2 

• Application Load Balancer 

• Elastic Container Service 

• AWS Elasticsearch 

• Elasticache/Redis 

• Elastic File System 

 

Presenter
Presentation Notes
Since we took a microservices approach to the architecture of the system, that added a fair amount of networking complexity. But even a simple content management system will require at least a few decisions that involve many of these things, and if you don’t make those decisions, you will inherit the defaults, so know what those are.



VPC 

• Virtual private cloud 

• Provides a way to provision virtual network interfaces in private, non-routeable subnets (such 
as 10.x.x.x) with optional public IPs 

– This is taken care of automatically when you launch a VM 

– Most public IP addresses are ephemeral, and will change upon stop and start of the virtual machine 

– Five public static Elastic IPs per account that can be assigned to virtual machines 
• Because ARPAgeddon 

• Allows a choice of an internet gateway or a NAT gateway for each subnet 
– Internet gateways allow inbound traffic 

• Outgoing traffic uses the IP address of the VM instance 

– NAT gateways do not allow inbound traffic 
• Outgoing traffic uses the IP address of the NAT gateway 

 

Presenter
Presentation Notes
A VPC is a way to manage a class B subnet of RFC 1918 non routeable IP addresses that can be used by virtual machines, gateways and various AWS services. You an create multiple VPCs, so we found it convenient to use a different VPC for test and production environments. Different VPCs can’t route traffic to each other without the use of a VPC Peer gateway.Inside the class B subnet, you can create smaller subnets to portion off the address space with different characteristics, such as whether VMs can connect directly to external hosts or need a NAT gateway, and in which Availability Zones those machines run. Availability zones are like separate data center facilities that are supposed to fail separately – the idea being that you can put copies of your application in each one, so that some of them should always stay available if a network router goes out.While you can give all of your VMs public IP addresses automatically, these IP addresses will change if you stop and start the VM, making them particularly unsuited to being used in firewall rules on other servers, such as in the UW data center. When the address changes, not only do you lose access to a vital service, but someone, somewhere in the world might get it instead.You can get static IPs that you can assign to the VMs, called Elastic IPs, but you only get five per account by default. Making everything public isn’t a great idea anyway. It’s much safer to have everything closed off and inaccessible by default, and only allowing those inbound routes that you need to exist.



NAT 
Gateway 
35.169.11.26 

Internet 
Gateway 

VPC Subnet 
192.168.3.0/24 

VPC 
VPC Subnet 

192.168.12.0/24 

VM 

VM (Inbound Traffic) 
Load Balancer 

Connections to UW Services 

To Internet SSL 
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We made all of the virtual machines that run the docker containers inaccessible from outside of the VPC by default. This works well with the need to have a stable outgoing IP address to use for on premise firewalls at UW, since it requires the VMs without direct public access to use a NAT gateway for outgoing traffic to access the internet. The traffic that goes through the NAT gateway uses the IP address of the gateway, and the gateway can use one of the Elastic IP addresses to ensure that you always ‘own’ it.We used the IP Address of the NAT gateway as our source address in all of the UW firewalls we needed to have opened to access on premises services.



VPC 

• Make everything private by default 

– Private IP + Subnet with NAT Gateway 

– NAT Gateway has public IP and has outbound access to Internet Gateway 

• Set up a bastion host with an Elastic IP for ops access to private subnets 

– Allow firewall access to service team VPN IPs as needed 

• SSH – Just developers and operators 

• 80,443 – RO enrollment support staff 

 

 

 

Presenter
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To provide access to the virtual machines on the private subnets, we set up a single VM per tier as a bastion host. This host allows SSH access to the developers on the project, and once logged into it, the developers can access the VMs on the private subnets.This bastion host is doing dual duty in our deployment, since we are running a business process support application on it that can be accessed by support staff at the Registrar’s office, but in an ideal world we should probably only run SSH on it, and provide access to the host application on a different VM.



ROUTE 53 

• Provides both external and internal DNS services 

• 3 private zones 

– *.enrollment.dev, *.enrollment.test, *.enrollment.prod 

• Changes this: prod-enroll-app.f91kwb.ng.0001.use2.cache.amazonaws.com:6379 

– To this: redis.enrollment.prod:6379 

• Allows swapping service instances without changing configuration 

Presenter
Presentation Notes
While the DNS for our public domain names, such as enroll.wisc.edu, is hosted in the UW Data Center, we are using Route 53, Amazon’s managed DNS service, to provide 3 internal DNS zones, one for each tier.These domains are only accessible inside our VPCs, but they allow us to add a layer of abstraction between our software and various services provided by AWS.  This way we can map the very difficult to remember hostnames for things like Elasticache endpoints to a much shorter hostname that we can use in our configuration files, as well as giving us a way to change the address of the AWS service used without having to change each application’s configuration and restart them.



EC2 

• Provisions and runs VMs 

• Provides configurable Launch Configurations 

– Defines configuration of fleets of identical VMs 

• Provides autoscaling groups that are used by Target Groups 

– Autoscaling groups provision VMs based on Launch Configurations 

• Target groups are comprised of virtual machines providing the same services 

– VMs launched by Autoscaling groups can register with Target Groups 

– Target groups run health checks on their members 

 

Presenter
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The EC2 service is what you use to provision virtual machines, as well as providing the tools to set up auto provisioning, which is the best way to create them.The last thing I want to do is spend 15-30 minutes setting up a VM by hand only to have it terminated and discarded if the underlying hardware goes away. Not only is that error prone, but it’s thinking about cloud-based VMs the wrong way. The best way to ensure that all of the VMs provisioned for a task are completely identical is to set them all up programmatically. There is such a tool on AWS called a Launch Configuration. This allows you to define all of the properties of the VMs that are launched by an Autoscaling group. An Autoscaling group defines how many of each VM configuration you would like to have running at all times. If you lose one of the VMs, due to issues at the data center, it will terminate it and replace it with an identical one.



AN OBLIGATORY METAPHOR 
Cattle 
• Cattle have numbers 
• Cattle are killed and replaced if they get sick 
• VMs on Amazon are Cattle 

Pets 
• Pets have names 
• Pet get taken to the vet if they get sick 
• VMs in DoIT’s data center are Pets 

 
fluffy.doit.wisc.edu i-068fd5efef3a828cf 
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I was starting to think this metaphor was overused, but I brought it up a couple of weeks ago with someone and they hadn’t heard of it before. So it still has some mileage left in it.Servers that you provision by hand, and that you would go to the trouble to restore from a backup if you lost it, are like Pets. Servers that are automatically provisioned and don’t keep any important state on their disks are like Cattle.All of the servers that we use to run our user workloads are cattle. I would never bother to back them up, and we don’t. I know that if I want to replace one, the autoscaling group will create an identical copy. By having the VMs provisioned automatically in a hands-off fashion, it will always start from a known state, which eliminates a whole class of problems.We’ve cycled through a few dozen VMs in the course of scaling over the last couple of months, and most of those machines were never logged into by a human being. Not that we don’t have a few pets. The bastion hosts I mentioned were hand provisioned, and those I do make VM snapshots, or backups, from. But there are only two of those, one per tier. We had scores of autoprovisioned VMs running during the peak of priority enrollment.



EC2 

Autoscaling 
Group 

Launch Configuration 

Target Group 

VM VM VM 

Uses 

Registers VMs with 

Load Balancer 

Sends requests to 

Performs Health Checks 

t2.medium, no public IP, 
custom User Data script 
that installs various tools 
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The Autoscaling Group provisions a given number of Virtual Machines, using a specific Launch Configuration, and registers them in a specific Target Group that can then be sent web requests from a Load Balancer.The Launch Configuration has a feature called a User Data script that is critical for making the VM ‘yours’ by installing any custom software or tools on it, creating directory structures, etc. This script can run before the VM is completely started up, so User Data commands have an opportunity to update system libraries, mount filesystems, and perform other tasks that you might have done manually if you set the VM up by hand. Another way that can be done is to set up a VM by hand, then create an Amazon Machine Image, or AMI, from it. An AMI is a disk image that is used as a template when provisioning a machine. This AMI can then be used by the Launch Configuration to provision new VMs just like it. Before containerization was a thing many companies, such as Netflix, would use this as a way to quickly launch new servers that already had the appropriate server software on them. The AMI itself was the delivered build artifact.



APPLICATION LOAD BALANCER 

• Application Layer (L7) 

• Provides SSL termination for multiple host names 

• Provides either an internal or internal facing load balancer endpoint 

• Provides some of the functionality of an ESB 

• Allows routing http and https requests using port, path and hostname to Target Groups of 
containers 

• Provides the capability to have ‘sticky sessions’ 

Presenter
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I made a mistake when I first provisioned the Enroll app on AWS, and that was choosing the wrong type of external load balancer. Here on campus, we used the data center’s L4 load balancer and terminated SSL inside Apache, so I thought the same approach on AWS would be a good idea. It was not.The L4 load balancer on AWS is called the Network Load Balancer, and while it allows you to load balance any TCP protocol, not just web servers, it has no way to provide sticky sessions. Sticky sessions mean that once a user connects to a specific member of the load balancers target pool, in this case a specific instance of Apache and the Shibboleth authentication daemon, they continue to be sent to that member for a given amount of time. Without this, a user might log into one instance of Apache and Shibboleth, but then their web browser's subsequent requests for static assets like javascripts, or requests to API endpoints, might end up getting routed to another instance of Apache and Shib that they aren’t logged into. Browsers are kind of dumb about this, and just silently fail to load those things, due to lack of authentication on those requests. Sticky sessions on it’s own wasn’t enough to make Shibboleth happy, though.



APPLICATION LOAD BALANCER 
VS SHIBBOLETH IDP 
• ALB is not a single server, but several of them 

– One in each availability zone 

– Has multiple IP addresses 

• Requests look like they are coming from the load balancer endpoints, not the user’s IP address 

$ host enroll.wisc.edu 

enroll.wisc.edu is an alias for prod-external-lb-957103706.us-east-2.elb.amazonaws.com. 

prod-external-lb-957103706.us-east-2.elb.amazonaws.com has address 18.220.222.26 

prod-external-lb-957103706.us-east-2.elb.amazonaws.com has address 18.216.14.58 

prod-external-lb-957103706.us-east-2.elb.amazonaws.com has address 52.14.65.193 

 

Presenter
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The day we planned to cut over to AWS, we ran into an unexpected problem that forced us to roll back the DNS switch. Users could log in without a problem, but within a few minutes, most of their AJAX requests started failing with unusual CORS type errors, as revealed by their browser console.After a moderate amount of panic, we realized that the problem was that the load balancer was actually a group of servers, each with it’s own public and private IP addresses. Requests coming from users would appear to be coming from the load balancer endpoint’s non-routeable, private IP address. 



Application Load Balancer 

APPLICATION LOAD BALANCER 
VS SHIBBOLETH IDP 

10.0.5.23 10.0.11.3 10.0.16.41 

Apache 1 Apache 2 Apache 3 

Presenter
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So even with sticky sessions turned on, although the requests were all going to the same instance of apache and shibd, they seemed to be coming from different IP addresses, so they weren’t automatically logged in. The CORS errors resulted from the javascript in the browser trying to manage the redirect when Shibd said they weren’t logged in to that instance of the Service Provider.



APPLICATION LOAD BALANCER 
VS SHIBBOLETH IDP 
SOLUTION 

– Configuring mod_remoteip in apache 

• RemoteIPHeader      X-Forwarded-For 

– This caused the user’s requests to look like they came from that user’s IP address, instead of the 
somewhat random ALB endpoint they were routed through 

Presenter
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To fix this, we enabled mod_remoteip in Apache, and configured it to use the value in the X-Forwarded-For header, added by the load balancer, as the request’s originating IP address. This immediately fixed the problem.



ELASTIC CONTAINER SERVICE 

• Runs Docker containers organized into Target Groups of instances of the same application. 

• Provides scaling controls and an API 

• Ensures that the number of running Docker containers of each application that are passing 
health checks is consistent. Terminates unhealthy instances and replaces them. 

• Runs the containers on either EC2 instances that we manage (with an autoscaling group) or in 
Fargate (a type of serverless server farm….that’s a thing now). 

– Fargate costs more than EC2 VMs on their own 

Presenter
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We run all of the containers using the Elastic Container Service, which provides most of the tools we needed to handle the different facets of orchestrating multiple containers for multiple microservices. It can work with the Target Groups provided by EC2 to ensure that a specific number of docker containers for a given docker image are kept running and healthy. If a container fails its health checks, it is eliminated and replaced. This is different than the virtual machine management that EC2 and it’s autoscaling groups does. ECS manages the docker containers that are running on the virtual machines provisioned by those Autoscaling Groups. In a sense, EC2 and autoscaling groups provide the virtual hardware, and ECS provides the software in the form of docker images.There’s also a way to run docker containers without having to manage the EC2 virtual machines they run on, using a new service called Fargate. Both of these deployment methods will spread the actual virtual machines across multiple availability zones in the same region. While it seems very convenient to use, Fargate is also quite a bit more expensive than running the containers on VMs that we manage ourselves.



ELASTIC CONTAINER SERVICE 

EC2 Virtual Machines 
Autoscaling group 

Fargate 

Target Group Target Group 

Presenter
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A little bit more about how ECS is organized. Docker containers are run by ECS Tasks, which define all of the typical options you’d use in a docker run command, like the image tag, mounted volumes, and so on.  Tasks can manage more than one docker container each, but in our environment, we stick with one container per task.These tasks are managed by ECS Services, which define how many tasks are kept running, as well as providing a way to automatically scale the number of containers running based on performance metrics.These services run in ECS clusters, which can be comprised of EC2 VMs that we manage as well as running them via Fargate. The services in the clusters are registered into Target Groups that can be sent requests by Load Balancers.



ELASTIC CONTAINER SERVICE 

Presenter
Presentation Notes
In the Enroll app production environment we have 5 ECS clusters made of one type of VM each, such as t2.medium or t2.small, upon which a total of 6 types of services and Apache are running. Two of the clusters are running two different services, and the rest of them are running the tasks of one type of service each.



ALB ROUTES REQUESTS 
TO TARGET GROUPS 
• Target group handles health checks of members 

• Load balancer routes requests to target groups 

– Hostname 

– Request path  

– Port  
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Putting this all together from the outside in, the Application Load Balancer sends http requests to target groups. These target groups are made of EC2 VMs that are running ECS services. The ECS services are comprised of multiple instances of an ECS Task definition, which defines how to run a specific docker container or group of related containers.



OTHER SERVICES 

• Elasticache 

– Redis and/or Memcached 

• Elasticsearch 

– “You know, for search” 

• Elastic File System 

– NFS4, Encrypted 

• Code Commit 

– Git, used to store application configuration 

• Simple Systems Manager 

– Parameter store: encrypted credential values 

– Patch Manager 

Presenter
Presentation Notes
There are a number of other AWS services that Enroll app uses to provide non-trivial functionality. We use the managed Elasticache service to provide Redis caching to the microservices. The managed service is already set up to be clustered and highly available, so we feel comfortable relying on it in our code.The search is built around Elasticsearch, and the managed AWS offering fits the bill for us. The Elastic File Service is used to provide shared file storage for the containers, in the few places where we need it, and is also clustered, encrypted and highly available. The AWS git service, named Code Commit, is used to store and manage application configuration data. The Simple Systems Manager gives us a way to store encrypted credential values. It also provides a Patch Manager service that helps us automatically keep the operating systems of the virtual machines up to date while they are in use.



SYSTEM 
TOUR 
 
 
 

Presenter
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Let’s take a request’s eye view tour of the system to see the routing that goes on.



FRONT END CODE IN BROWSER 
INITIATES A REQUEST:  

GET /api/enrollment/current 

Presenter
Presentation Notes
Let’s start with our front end javascript code sending a request for the student’s currently enrolled classes to the backend. This request is sent to a local branch of the http tree.



REQUEST ENTERS AWS NETWORK 
VIA VPC INTERNET GATEWAY 

Presenter
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The HTTPS request enters the AWS network via our production VPC’s Internet Gateway.



REQUEST ROUTED TO 
EXTERNALLY FACING ALB 
MAPPED TO ENROLL.WISC.EDU 

Presenter
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And is sent to the externally facing Application Load Balancer that terminates SSL with our certificates. This host name is the one that is mapped to enroll.wisc.edu in the UW Data Center.



ROUTED THROUGH APACHE/SHIB 
INSTANCES FOR AUTHENTICATION 

Presenter
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The ALB sends the request to the Apache target group. If it is the first request within 8 hours from that user’s browser, it sends it to the same instance of the Apache container as they were routed to previously.  Apache and the Shibboleth daemon authenticate the request



APACHE PROXIES REQUESTS 
TO INTERNAL ALB 

services.enrollment.prod:8080 

Presenter
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We use mod_proxy on the Apache server to forward the request to the internal load balancer endpoint mapped to our Gateway target group on port 8080. 



GATEWAY SERVICE PROXIES 
REQUESTS TO INTERNAL ALB 
services.enrollment.prod:8083 

Presenter
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The Gateway application forwards the request to the Enrollment target group on port 8083 using the Zuul library from Netflix.  This step is a hold over from our initial on-premises design, and will be dropped. We’re going to change the Apache configuration to forward requests to the relevant service pool directly, instead of having everything go through the gateway.



ENROLLMENT SERVICE REQUESTS 
DATA FROM SIS WEBSERVICES 

Presenter
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The Enrollment service is in charge of all interactions with SIS webservices, so it sends a request for the student’s currently enrolled classes to SIS in the UW data center.



OUT THROUGH 
THE NAT GATEWAY 

Presenter
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Since the Enrollment service is running in a VPC subnet without a direct Internet Gateway, the request to SIS routes outbound through our previously defined NAT gateway, picking up it’s address in the process.



THROUGH THE VPC 
INTERNET GATEWAY 
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Then back out through the internet gateway



TO THE UW DATA CENTER 
AND BACK 
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Through the firewalls in the UW Data Center, thanks to the NAT gateway IP address, to SIS for processing, and then back to the Enrollment container handling the request



CURRICUL AR DATA REQUESTED FROM 
SEARCH SERVICE ADDED TO RESPONSE 

Presenter
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Since the data we get from SIS is fairly sparse, and is mostly class numbers and academic codes, the Enrollment service needs to supplement the course listing with data about those courses and classes from Elasticsearch, via the Search service.



AND FINALLY BACK 
TO THE USER 

Presenter
Presentation Notes
Then the result data, containing full information about the classes and courses the student is enrolled in, is returned to the user’s browser.



WE LEFT A SERVICE BEHIND 

 

Presenter
Presentation Notes
We still have one service running on a VM in the UW data center, and that’s the curricular indexer that syncs up the data we have in Elasticsearch with the curricular data in CAOS. 



WE LEFT A SERVICE BEHIND 
• Indexer service pulls curricular data from the CAOS SOAP API and updates Elasticsearch 

• Full refresh in place every night 

• Real time updates via JMS messages sent from CAOS 

• More traffic between indexer and CAOS than between indexer and Elasticsearch 

– Because SOAP 

• Access to AWS Elasticsearch controlled via IP access list and secure IAM token 

 

Presenter
Presentation Notes
The amount of data that travels between the indexer and CAOS is far more than the amount of data we actually store in Elasticsearch so it made sense to have it closer to CAOS than AWS. We can secure access to the Elasticsearch cluster using both IP access lists and secure IAM tokens, so having parts of the system run outside AWS can be done in a secure manner.



ALERTING, MONITORING AND LOGGING 
• ELK stack for structured application logs 

• Metrics aggregated in Grafana dashboards 

– Application level/business rule type metrics captured via Graphite time series server 

– Cloudwatch metrics 

– Grafana alarms sent to Slack 

• Cloudwatch Alarms 

– Based on changes in Cloudwatch metrics 

– Cloudwatch Alarms sent to Simple Notification Service (SNS) Topics 

– Lambda function listens to SNS Topic and forwards alerts to Slack 

• And soon to UW Network Operations Center OMi system 

• Cloudwatch logs for container and infrastructure logs 

• S3 for load balancer logs 

• Cloudtrail Logs 

 

Presenter
Presentation Notes
The system has a lot of moving parts, and we have a lot of ways to see what’s going on with them.We’ve been using an Elasticsearch-based logging stack for structured application logging since the beginning of the project. We have a couple of different levels of metrics. The most interesting to me as a developer are the ones that we instrumented ourselves around business rule properties, like how long each step in the enrollment process takes. We also have metrics from the AWS Cloudwatch service, that provides data with a 1 minute granularity about things like the number of healthy hosts in each target group to the basics like each virtual machine’s CPU load and memory usage.We can set up Cloudwatch Alarms on changes in these metrics, which can perform a number of different actions if triggered. We are using one to forward the pertinent alerts to an Amazon Simple Notification Service topic, which is like a message broker. One or more serverless Lambda functions can listen to this topic and act upon messages sent to them. We have one that posts the Alarm to the development group’s Slack team, and are about to turn on another that forwards the alarms to the UW Data Center’s OMi alerting system.



SIZE, COST 
• Non-peak scaling 

– 5 x t2.small (1 vCPU, 2 GB RAM, $0.023/hour) 

• On Demand: $0.115/hour (total) 

• Reserved for 1 year:  $0.07/hour (total) 

– 15 x t2.medium (2 vCPU,  4 GB RAM, $0.0464/hour) 

• On Demand: $0.696/hour (total) 

• Reserved for 1 year: $0.435/hour (total) 

– 4 x t2.large (2 vCPU, 8 GB RAM, $0.0928/hour) 

• On Demand: $0.3712/hour (total) 

• Reserved for 1 year:  $0.232/hour (total) 

– Monthly Compute Costs: 
• On Demand: $851.18 (total for 30 day month) 

• Reserved for 1 year:  $530.64 (total for 30 day month) 

• Other significant costs 
– Elasticsearch 

– Elasticache 

Presenter
Presentation Notes
Looking at our typically deployed size, it’s not cheaper than the UW data center. The compute costs are comparable, though, and storage is much cheaper.One thing we are determining right now is how many virtual machines we will probably need all year round. If we commit to keeping a certain number of VMs running and pay a small up front fee, we can get a greatly reduced overall cost per hour. Looking at the different machine sizes we use, it would save about 37%.Some other significant costs are some of the managed services we are using, in particular Elasticsearch and Elasticache, which provides Redis caching. While we were previously managing both of these services ourselves in the data center, on AWS, we get the benefit of a reliable highly available cluster that would take us a lot more work to set up ourselves. I’m really more of a Java developer than a Redis administrator…



LESSONS LEARNED 
• Do not become attached to your virtual machines 

• Application load balancer for sticky sessions (for Shib) 
– Configure mod_remoteip to substitute the client’s IP address from X-Forwarded-For header 

• Use a private subnet with a fixed NAT gateway IP address to deal with UW on-premises firewalls 

• Be ready to request higher limits from AWS support if you need them 
– Don’t forget other limits (database connections, etc…) 

• Careful with your health checks! 
– 200, 302 

– Defaults to 5 seconds 

• Autoscaling is extremely challenging 

• The more AWS does for you, the more they charge you for it 
– EC2 vs Fargate vs Lambda 

– Know your usage profile to figure out which suits the task 

• There are many, many ways to do the same thing on AWS 

Presenter
Presentation Notes
Here are some quick takeaways from our experience deploying this system.The first and most important is that your virtual machines can vanish at any time. We’ve already had a couple get mysteriously terminated and disappear in the middle of the night, presumably because a blade or hard drive failed at AWS.Learn what you need to about AWS networking and their load balancer options. There is always a next limit to keep an eye on. If it’s no longer compute, it will be bandwidth or database. �Getting the various service’s health checks configured correctly is critical for most of the other parts of the AWS scaling systems to work correctly. Remember that if your site makes people log in, requests for pages will return 302, not 200.There are a lot of ways to accomplish the same tasks using the AWS toolbox. In general, the more AWS does for you, the more they charge you for it. Consider the task’s usage profile to figure out the best balance of cost and reliability. Does it make more sense to pay for it per hour, or per request?



QUESTIONS? 
 

brian.hill@wisc.edu 

 

Presenter
Presentation Notes
Are there any questions?

mailto:brian.hill@wisc.edu
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